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MEMORANDUM 

For Official Use Only 

DATE 22 August 2018 

REF [Ref] 

Q_�i\\i'
[staff name and T O  
signature redacted] 

FROM (staff name redacted] 

SUBJECT Moderation of ongoing contraventions of Trove Terms of Use 

Background 

On 16th August 2018 an interim ban was placed on the IP 101 . 190. [IP address partially 

redacted] , preventing access to Trove from that address. It was the result of multiple nuisance 

text corrections emanating from that address and made anonymously. 

The user account science.war.trains.etc was the only verified activity coming from the same IP 

address. This user account has previously been warned about similar behaviour (see R18/76401 

and R18/76874). The corrections specifically target the user account ye/nod and are recorded in 

HP RM R18/76667. 

The current User Moderation three-strikes Policy does not cover anonymous annotations. 

The IP address ban was only moderately successful. The user has since adopted other strategies 

to resume their behaviour including hiding behind the anonymity of the Tor network (See 

Attachment A and Attachment 8). 

Staff have spent hours each day rolling back these nuisance corrections, managing complaints 

from other users and constantly updating security measures. As a result managers from the 

business area, IT and legal met to come up with the following mitigation strategies for both 

anonymous and logged in corrections that are in breach of the Terms of Use. 

Immediate solutions for anonymous annotations 
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• Ban the Tor Network from anonymous text correcting

• Prevent Trove visitors who come from the anonymity of the Tor network, from 

completing the captcha challenge. This prevents them from adding anonymous

text corrections/tags/comments.

• Logged in user accounts can still add annotations as normal, as can visitors who

are not hiding behind the anonymity of the Tor network.







Attachment A - results of investigation into activity by IP address 101.190.[IP address partially 

redacted]
Examination of web logs from 1-15 August 2018 revealed this IP address is most likely a single 

user. Their behaviour involves visiting the Trove Forums, Newspaper zone and the profiles of a 

small number of users, mostly between 9pm and 2am each night. This indicates it is a single 

residential IP address. It minimises the likelihood they are using a shared IP address, for example 

at a business. 

The web logs reveal this user is closely following the actions of a handful of other users (See 

Attachment C). Over the two week period they visited ye/nod's profile 133 times. They visited the 

user SheffieldPark's profile 23 times. Both are long time Trove users. 

On numerous occasions the web logs show them visiting ye/nod's profile, proceeding to an article 

ye/nod had recently corrected, completing the captcha challenge to allow them to leave an 

anonymous correction, leaving a derogatory comment about ye/nod and then moving on. They 

searched for the username ye/nod as a query term 96 times over the two week period. 

The requests appear to come from only two devices - A Windows 10 PC with a Chrome browser 

which they updated from version 67 to version 68 on 11th August at 11:30pm, and a Samsung S7 

SMG930F mobile phone. 

All evidence points to this being a single user. They are using Trove both anonymously and with a 

series of usernames created in the past three months, primarily science.war.trains.etc but also 

corrector.namedeleted, Cauli.Flower, nlacorrectionstandards and radioactive. 
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Attachment C- Users followed by IP address 101.190.[IP address partially redacted] during the period 1-15 

August 2018 

Veined 

1. Visited yelnod's profile 133 times

2. Searched for 'yelnod' 96 times

3. Accessed a newspaper article after searching for the term 'yelnod' 95 times

Other user profiles visited: 
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• SheffieldPark 23 times

• squeem 6 times

• jeri 5 times

• Gato 4 times

• Paryan 4 times

• Zebra 4 times

• Coffeepot 3 times

• MichaelP 3 times

• elmig 2 times

• radioactive 2 times

• AncestorBotherer 1 time

• Besure 1 time

• Daniela16 1 time

• Dazzling-Dropkick 1 time

• espee8800 1 time

• FrancesRaymundo 1 time

• lsambardKingdomBrunel 1 time

• Kraigbiog 1 time

• LeightonView 1 time

• 11111 time

• MuseumofPerth 1 time
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Attachment D - Browser/device information associated with IP address 101.190.[IP address 

partially redacted] during the period 1-15August 2018 
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1. A Windows 10 PC with a Chrome browser

Made 85,006 requests to Trove using the browser agent

Mozilfa/5.0 (Windows NT 10.0; Win64; x64} AppleWebKit/537.36 (KHTML, like Gecko}

Chrome/67.0.3396.99 Safari/537.36

The final call with this browser agent was on 11 August at 23:06. 

Then made 51,437 calls after upgrading their Chrome browser to v68 on 11 August at 

23:30. 

Mozilla/5.0 (Windows NT 10.0; Win64; x64} AppleWebKit/537.36 (KHTML, like Gecko) 

Chrome/68.0.3440.106 Safari/537.36 

2. A Samsung S7 mobile SMG930F with the Samsung browser

516 times requests to Trove using the browser agent

Mozilla/5.0 (Linux; Android 7.0; SAMSUNG SM-G930F Build/NR090M}

AppleWebKit/537.36 (KHTML, like Gecko) SamsungBrowser/7.2 Chrome/59.0.3071.125

Mobile Safari/537.36
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Attachment E - Daily Activity by IP address 101.190.[IP address partially redacted] during the 
period 1-15 August 2018 10 

10 August is a standout. It's the only with less than 2,000 web requests, and the only day with no 

access to ye/nod related material. They loaded the Trove homepage at 5:33pm, did nothing else 

and left. This corresponds with no searches or access to ye/nod's homepage. They then came 

back at 11:59pm and went to the Forums, before going to recent corrections, their own user 

profile, and straight to the article 159061014. That article was first edited by GJReid, then 

science. war. trains.etc of whitespace only edits, then ye/nod, then finally science. war. trains.etc at 

this same timestamp. 
For this IP address 

Day of August 
1 

2 

3 

4 

5 

7 

8 

9 

10 

11 

12 

13 

14 

15 

Grand Total 
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..:.. Web calls 
9011 

10214 

4926 

14860 

2300 

14304 

2335 

10737 

7526 

42 

10184 

9088 

18021 

7637 

15774 

136959 

Web calls including a Web calls for ye/nod's 

search for ye/nod user profile 

Day of August.:!... Web calls Day of August.:!... Web calls 
1 61 1 8 

2 49 2 7 

3 41 3 7 

4 31 4 6 

5 7 5 2 

6 62 6 8 

7 11 7 2 

8 20 8 2 

9 7 9 2 

11 83 11 14 

12 56 12 14 

13 91 13 20 

14 109 14 23 

15 117 15 18 

Grand Total 745 Grand Total 133 
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Attachment F - Time of day Activity by IP address 101.190.[IP address partially redacted] 
during the period 1-15 August 2018 
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1. Almost half of all web calls were done between 9pm and 2am.
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Web calls by time of day 

2. Web calls including ye/nod follow a similar pattern, with activity slowing between 2am

and midday.

--

90 
M 

10 

t-0 

,o 
•o 

30 

}0 

10 
0 

Howl • Mb,t� • l1rntsc.np .. 

Web calls by time of day - limited to 'yelnod' 

3. Web calls for ye/nod's user profile page have similar tendencies
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Web calls by time of day - limited to yelnod's user profile 
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